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Remote Desktop Management Solution for Microsoft
Artur Maj,

One of the many challenges facing Microsoft administrators is how to manage remote systems in a
secure manner? In the world of the UNIX the answer is quite simple: using the SSH protocol is
sufficient. Thanks to the SSH, we can manage remote systems not only in the text mode, but we
can also run remote X-Window applications by using the protocol tunneling technique. And all of
that by using strong cryptography, which protects transmitted data from unauthorized access.

Unfortunately, providing secure remote access to the MS Windows systems is not as easy. Why?
First of all, only the NT Terminal Server, 2000 Server and XP are equipped with remote
management services (Terminal Services). Secondly, the solutions that offer remote MS Windows
management possibilities either don't encrypt transmitted data (like VNC) or their implementation
often comes hand in hand with the additional, significant costs.

This article will describe the universal method of remote management that can be used to manage
almost all versions of MS Windows systems: from Windows 95 up to XP. This method is
characterized not only by minimal costs, but also by a relatively high level of security.

The Solution

What features should a remote management solution have? First of all, the solution must be
functional. Although in the case of Unix systems, access to the emulated text terminal is often
sufficient, the use of such methods to manage MS Windows is far from ideal. Because the MS
Windows is a system based on a graphics environment, remote management should be also
realized in a graphics mode. Besides being functional, remote management must also be secure.
The solution must not only provide user authentication, but must also assure confidentiality and
integrity of the transmitted data.

In the remote management solution that will be presented in this discussion, all the above
requirements will be met by using the following open-source software:

e VNC - VNC (Virtual Network Computing) provides graphics management of remote systems.
In our case, the VNC software will be the "core" of the whole solution. It will provide a
graphics console to the remote MS Windows system.

e Stunnel - The main purpose of the Stunnel utility is to create SSL tunnels that can be used
to transmit other, often non-encrypted protocols in a secure manner. In the described
solution, this tool will be used to secure the VNC protocol. Thanks to the Stunnel, it will be
possible to assure not only confidentiality and integrity of the transmitted data, but also to
authenticate VNC clients and servers by certificates.

e OpenSSL - OpenSSL is a library of cryptographic functions that can be used to enrich
applications by data encrypting functions. By using OpenSSL we can also generate, sign and
revoke certificates that can be used in solutions based on a public key infrastructure (PKI).
In the method presented below this tool will be used to generate and sign certificates
needed to authenticate both VNC clients and servers.

The following picture shows the way the software mentioned above will be used to provide secure
management of remote desktops:
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Now, let's proceed to the practical implementation of the described solution.
Installing the Software

The first stage of implementing this secure remote management solution is the installation of the
software.

VNC

In order to use the VNC, we must download it and install it on the host that we want to manage
remotely, which we will hereafter refer to as the VNC server. Next, we must register the VNC
service (Start Menu ® RealVNC ® VNC Server ® Register VNC Server Service) and reboot the
system.

After rebooting the system, we must set up the basic parameters of the VNC service. The most
important thing is to enter an effective password, which will protect the VNC service against
unauthorized access. The next step is turning off the "Enable Java Viewer" option (since this option
requires two separate SSL tunnels, it won't be used), as is shown in the image below.
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After we finish configuring the VNC server, we should download the VNC client software
(vncviewer.exe) and place it on the host that will be the client of the VNC.

At this point we should check if the VNC client can establish a connection to the VNC server. If the
programs are able to communicate with each other, we can finish the configuration.

Because the VNC server should be accessible only by a locally installed Stunnel utility, the following
entry should be added to the Windows Registry on the VNC server:

Key: HKEY_LOCAL_MACHI NE\ Sof t war e\ ORL\ W nVNC3Narnre: LoopbackOnly
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Type: REG_DWORD
Value: 1

The above entry makes it possible to use loopback connections, and it limits listening on the
5900/tcp port only to the localhost (127.0.0.1). Thanks to that, the VNC server will not be directly
accessible from the computer network. In addition, if we don't want users to shut down the VNC
service on the VNC server host, the following entry should be added to the Registry:

Key: HKEY_LOCAL_MACHI NE\ Sof t war e\ ORL\ W nVNC3\ Def aul t
Narme: Al | owShut down

Type: REG_DWORD

Value: O

In order to activate the above changes, we must restart the VNC service.
Stunnel

The next step is installing the Stunnel utility. In order to perform that, we should download it and
place it on the VNC server and client, in the directory: C:\Program Files\Stunnel. We should also
download two libraries that are required by Stunnel: libeay32.dll, libssI32.dIl.

& C:'Program Files' Stannel =10 x| E
| Fie Edt Miew Favortes Jools  Help -
| smBak + = ¢ [£]| Qsearch Hyfolders |
| Address ]'—._1 CiiProgram FilesiStunnel | #co

il libeay3az.dl
| libsslzz, il

stunnel-4, 04 gxe

Schece) 120 i iy Conplter 2

If we want the Stunnel to start automatically when the system boots up, the following entry should
be added to the Windows Registry:

Key: HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run
Nane: St unnel

Type: REG SZ

Val ue: "C:\Program Fil es\ Stunnel \ st unnel - 4. 04. exe"

OpenSSL

At the present times the OpenSSL library is installed by default in most Linux distributions, mainly
because it is required by OpenSSH. However, a few people know that there is a version of
OpenSSL ported to MS Windows that has almost identical functionality. Because the article is
devoted to the MS Windows platform, we'll use this version of OpenSSL.

In order to install and configure the OpenSSL software, we must perform the following steps:

1. On the additional, trusted host (Windows 2000, NT or XP) - if possible, not connected to the
computer network at all - we should install the OpenSSL software. The binary version of the
OpenSSL (openssl.exe) can be downloaded from the Stunnel Web site. Just like in case of
the Stunnel program, we also have to download two libraries: libeay32.dll and libss|32.dIl.
The downloaded software must be placed in the C:\Program Files\OpenSSL directory.

2. Two other files must also be downloaded: the configuration file, openssl.conf and the ca.bat
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script, which will be used to generate certificates. The above files should be placed in
C:\Program Files\OpenSSL directory. The final content of that directory should be similar to

the following:

@0 C:\Program Files\OpenSSE S8 P ]
File Edik Yiew Faworites Tealks  Help “
| mBack v = -_ﬂ'-ﬂﬁeamh -E.Fn’rders » |
| Address [ c:\Program Files\tpenssl x| o

Sobject(s) (2,81 ME (k=] My Coenpuber |

The next step is to generate certificates, which will be used to authenticate VNC servers and

clients.
Keys and Certificates Generation

Certification Authority

The process of generating certificates should be started by generating a private/public key pair and
certificate for the trusted third party, or CA (Certification Authority). The CA's private key will be
used later to sign the VNC server's and client's certificates. The CA's certificate will be placed on all
VNC servers and clients. Because the CA's private key is one of the most important elements of
every PKI implementation, the key must be protected by strong pass phrase and kept away from

regular users.

In order to generate the public/private key pair and certificate for the CA, we should run the ca.bat

script in the following manner:

C:\ progra~1\ OpenSSL\ ca genca
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After performing the above steps, the CA's certificate will be stored in the C:\CA\CAcert.pem file,
and the private/public key pair will be stored in the C:\CA\private\CAkey.pem file.

VNC Server

The next step is to generate private/public key pair and certificate for the VNC server:

C: \ progra~1\ OpenSSL\ ca server
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DH.

As the result, the following files will be created in the C:\CA\temp\vnc_server directory:

e server.key - private/public key pair

e server.crt - server's certificate

e server.pem - server.key + server.crt (required by Stunnel)

It is worth to emphasize that the server's private key is not secured by the pass phrase. The option
of protecting the private key by the pass phrase hasn't been used at this point, mainly because of
the Stunnel, which doesn't have the possibility to supply pass phrases. Thus, private keys secured
by pass phrases cannot be used by the Stunnel utility.

VNC Client

The last step is to generate the public/private key pair and certificate for the VNC client:

C:\ progra~1\ OpenSSL\ ca client
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Just like in the previous step, the following files will be created in the C:\CA\temp\vnc_client
directory:

e client.key - private/public key pair
e client.crt - client's certificate
e client.pem - client.key + client.crt (required by Stunnel)

Stunnel Configuration

VNC Server

Before we try to establish a secure connection between the VNC server and client, we must
configure the Stunnel utility, and equip it with all the required keys and certificates.

In order to perform that, we should create a "C:\Program Files\Stunnel\stunnel.conf" file with the
following content:

CAfile = CAcert.pem
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CApath = certificates
cert = server.pem

client = no
verify = 3
[vnc]

accept = 443

connect = 127.0.0. 1:5900

The above configuration will cause all incoming connections to the 443/tcp port to be forwarded to
the local port 5900/tcp. Of course, this will be done only when the client proves his identity by
presenting a valid, signed certificate, which must also be present in the local "certificates" directory
("verify = 3" enforces certificate authentication of both sides).

The next step is to place both the CA's certificate (C:\CA\CAcert.pem) and VNC server's
private/public key pair and certificate (C:\CA\temp\vnc_server\server.pem) in the C:\Program
Files\Stunnel directory.

Finally we must also load the VNC client's certificate. In order for the Stunnel utility to find the
certificate during the authentication process, we must change its name as follows (the following
commands must be run on the server on which the certificates was generated; the value should be
replaced by the result of the "openssl x509" command):

cd C\CAtenmp\vnc_client

C: \ progra~1\ openssl \ openssl x509 -hash -noout -in client.crt
val ue

copy client.crt value.0

ommand Prompt

CisnCAstempsune_sepveriod ConCANtenmpwune_client

CasCAstempsunc_client »openss]l x589 —hash —noout —in client.crt
H16978af

»_clientlcopy client.crt O16978afF .8
> copied.

CisCAstempsunc_client >

The file value.0 should be placed in the C:\Program Files\Stunnel\certificates directory.

The final content of the C:\Program Files\Stunnel directory should be similar to the following:
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| | Address ["-_"-ZC:'l_PrD-;'nm Fiesl Stunnsl j‘ oaEn Address |.;| C:\Program FiesiStunrelicsrtificates j G0
Pccrlifualuh [w]3ecamoat.0

i—iqj-"_h'ert.prm
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E é} fitsl32. dl
!E';: SE[YEF, [EMm
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VNC Client
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Generally, the configuration process of the Stunnel utility installed on the VNC client host is very
similar to the one, described in the previous step.

First, we must create a "C:\Program Files\Stunnel\stunnel.conf" file with the following content:

CAfile = CAcert.pem
CApath = certificates
cert = client.pem

client = yes

verify = 3

[ vnc]

accept = 127.0.0. 1: 5900

connect = VNC server | P_address: 443

The next step is to store both the CA's Certificate (C:\CA\CAcert.pem) and VNC client's
private/public key pair and certificate (C:\CA\temp\vnc_client\client.pem) in the C:\Program
Files\Stunnel directory.

Finally, we must change the name of the VNC server's certificate file in the way as follows:

cd C\CAtemp\vnc_server

C: \ progra~1\ openssl \ openssl x509 -hash -noout -in server.crt
val ue

copy server.crt value.O

ommand Prompt

Astempsunc_clienteod CovCANtempwnc_servep

CisCAntenpswne_serverropenssl x589 —hash —noout —in server.crt
2848761

C:sCAMNtempsune_serverdcopy server.crt 2cB48761 .8
1 £il copied.

CisCAStempsunc_servers

and store it into the C:\program files\Stunnel\certificates directory.

The final content of the C:\Program Files\Stunnel directory should be similar to the following:

&0 .\ Program FilesyStunnel 5 (=] £ Wl & T2 Program Files' Stunnelcertificate =10 x|
:| File Edt- Wiew Favortes  Jools He Edit Wew Favorkes Took Help

|| wmak » = - 5| Ssearch “i SeBak v = - 3] @seach [yrolders
I'P.le'csa-' |_'d CeiPragran FilesiSunnsl ﬂ e | Bddress [_'I CAProgram FlesiStunnelicertific ates :J & Go

|j cattbficates 8] 2esaaTELa
ﬂ Chcert.pem

i| client.pam

] lismaysz.dl

] fiksaz, i

:ﬂ shurnel.conf
stunnel-d, 04, exe

|7 objecl |1, 53 M8 L2 My Computer | 1ohpds) 1,308 A My Computer =

Testing the Connection

At this point all the software is configured and ready to use. In order to test it, we must run the
Stunnel utility both on the server and client, and run the VNC service.
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Then, on the VNC client host we must run vncviewer.exe. As the remote address we should enter:
127.0.0.1. If everything is configured correctly, the connection with the VNC server should be
established, and both Stunnel tools should show the following information:

On the VNC server:

™ stunnel 4,04 an Win32

file Help
529912 stunnel 4.84 on xB6—pc-mningw3dZ—gnu WINIZ2 with OpenSEL B.%9.7 31 Dec 2882 =
W83 )z Peer certificate location t:ct't_?:u:atca _j

37831z WIH32 platform: 38808 clientsz allowed

157112 vne connected From 18.16.12.58:1258

1157112 UVERIPFY OK: depth=1. =PL/ST =Warzaw /L=Warzaw 0=Seccure-0U=Seccure Labs CH=CA.-enailfdd
157 1z UVERIFY OH: depth=8, ~C=PLAST=MarzawsL=Warsaw -0=Seccures0l=Seccure LabssCH=UNC Clients

£ | a7
On the VNC client:

™ stunned 4,04 an Win3z =10
136761 stunnsl 4.84 on *Be—pc—mingwdd —gnu WINI2 with OpenStl B.9.7 31 Dec 2882 _|
l:6641: Peer certificate location certificates

b:6b41z WIN3I2 platform: JBBAB clients allowed

1:1848]1: vwnc connected from 127.8.0.1:1257

I:184871: UERIFY OK: depth=i. /C=PL-/3T=Harsaw L=Warsaw -0=3eccure 0l=Seccure Labs CH=CAsemailfdd
1:18487= UERIFY 0K: depth=8. ~C=PL/ST=WHarzaw /L=Warsaw /O0=Seccure -00=-Sesccure Lahs CH=UNC Server-s
£ | i3 [

If, for some unknown reason, the attempt to establish a connection fails, we should increase the
Stunnel log level, and try to find the reason of failure. In order to perform that, the following global
directive should be added to the stunnel.conf file:

debug =
Then we should restart Stunnel and try to establish connection again.
Reverse Connections

The above method works fine, but only when the VNC server host has a valid, external IP address
or is placed in the same LAN, as the VNC client host. But what if the VNC server is placed beyond
the NAT or incoming connections to this host are dropped by the firewall?

It appears that, thanks to the "/listen" option of the VNC client, it is possible to omit such
limitations. In the traditional client-server technology, the client initiates the TCP/IP connection.
However, nothing stands in the way. Not the client, but the server initiates the connection. The
only condition is that the server must be able to connect to the client. In practice, this means that
the client host cannot be placed beyond the NAT, and eventual firewalls must not block the
incoming connection. Of course, the software must also be written in a way that makes it possible
to perform such operations.

As I have mentioned before, the VNC has the possibility to establish reverse connections. In order
to make a use of that option, the following changes should be applied to the stunnel.conf file on
the VNC server:

CAfile = CAcert.pem
CApath = certificates
cert = server.pem
client = yes

verify = 3

http://www.securityfocus.com/print/infocus/1677
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[vnc]
accept = 127.0.0. 1: 5500
connect = VNC client_| P_address: 443

and on the VNC client:

CAfile = CAcert.pem

CApath = certificates
cert = client.pem
client = no

verify = 3

[ vnc]

accept = 443
connect = 127.0.0. 1: 5500

It is worth noting that roles of Stunnel utilities are now inverted. The Stunnel on the server side
becomes an SSL client, and the Stunnel on the client side - an SSL server.

There is also a change in the way of establishing a connection by the VNC software. In this
method, the vncviewer.exe should be run first, in listening mode (Start Menu ® RealVNC ® VNC
Viewer ® Run Listening VNC Viewer). Then, on the VNC server, we must use the "Add New Client"
option as follows:

Tritiste Dutgoing Connection (Add New Client) |

Host Name [127.00.1 ok ]

|PEE:Hoest kst b surening W Cwaawer 1 kshen’ mode) Cancal

kill &l Chents

About WindC

After performing these steps, the connection between the VNC server and the client should be
established.

The above solution is a very effective way of omitting NAT limitations; however it has one very
important disadvantage: in order to establish a reverse connection, manual intervention on the
server side is required. The question arises whether there is a way to establish such a connection
without manual intervention?

It appears that it is possible. In order to perform that, it suffices to use the built into MS Windows
operation system "Task Scheduler Service", to solve the problem of manual intervention. The
screenshot below shows the example configuration of the "Task Scheduler"”, in which the VNC
server tries to establish a connection with the VNC client every day between 9 a.m. and 9 p.m, in
10-minute intervals. If we want to establish a connection with the VNC server, all we need to do is
run the VNC in listening mode and wait until the server connects. In 10 minutes at the most, the
graphics console will be "sent" to us.
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The method descried above is undoubtedly very limited and disadvantageous. Apart from them,
however, the method presented is an interesting way to manage a host, to which we cannot
establish a direct connection.

Summary

There are a lot of programs for MS Windows remote management. Unfortunately, a large number
of them either don't secure transmitted data, or their implementation comes with additional, often
significant costs. The method outlined in the discussion above is a free solution for secure remote
MS Windows management. Thanks to the SSL protocol and authentication based on certificates,
the described solution has a chance to compete with commercial solutions not only in affordability,
but also in effective security.

Relevant Links

OpenSSL

Stunnel

VNC

Sample openssl.conf
Simple CA utility
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